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Energy Action Redhill & Reigate Ltd.
Privacy Policy

This policy (together with any other documents we refer to in it) sets out the basis on which
any personal data we collect from you, or that you provide to us, will be processed by us.
Please read the following carefully to understand our views and practices regarding your
personal data and how we will treat it.

WHO WE ARE

We (or “us”) means Energy Action Redhill & Reigate Limited, a Community Benefit Society
(registration no. 8803) with its registered office at Fernside, Park Lane, Reigate, Surrey,
RH2 8JZ

We are registered with the Information Commissioner’s Office as a data controller under
number ZB641959

OUR CONTACT DETAILS
Name: Energy Action Reigate & Redhill Ltd
Phone Number: 07707 533587

E-mail: info@earr.co.uk

YOUR INFORMATION
We may collect and process your personal information by you giving that information to us,
us collecting that information about you, or us receiving it from other sources.

Information provided by you
You may give us information about you by completing forms, engaging with us via our
website, or by corresponding with us by phone, e-mail or otherwise. This includes
information you provide if you register to use our site, subscribe to or enquire about our
services, attend or take part in our training sessions, become a beneficiary of us, subscribe
to mailing lists via our website, participate in discussion boards or other social media
functions on our site, submit a survey, and when you report a problem with us via our
complaints procedure. The information you give us on our website and through other
means may include:

e your name
address
e-mail address
phone number
financial details and information



personal description

family details including dependants’ personal information and next of kin details
lifestyle and social circumstances

education and employment details including employment status/history
physical or mental health details,

racial or ethnic origin

offences and alleged offences committed,

criminal proceedings outcomes and sentences,

Information collected by us
When you visit our website we may automatically collect (using “cookies”) the following
information:

e Technical information, including the Internet Protocol (IP) address used to connect
your computer to the internet, your login information, browser type and version, time
zone setting, browser plug-in types and versions, operating system and platform.

e About your visit, including the full Uniform Resource Locators (URL) clickstream to,
through and from our site (including date and time), services and pages you viewed
or searched for, page response times, download errors, length of visits to certain
pages, page interaction information (such as scrolling, clicks and mouse-hovers),
and methods used to browse away from the page.

Information received from third parties

e \We may receive information about you from third parties such as your employer,
relevant local authorities, social housing providers, other charities whose services
you access, energy companies and other partners in our projects and other
organisations referring you to our services. In the case of prospective employees and
volunteers we will request certain personal information of referees. When that data is
collected from you, you should be informed by those third parties at that stage that it
may be shared with us and combined with data collected from multiple sources,
unless that third party is exempted from such a requirement. You should also be
informed of the purposes for which that data is going to be collected and used.

SENSITIVE PERSONAL DATA

We may collect certain sensitive personal information about you, as detailed in the list
above. We collect and use this information for statistical and equal opportunities purposes
and may share this with organisations that fund relevant projects on an aggregated and
anonymised basis.

In addition, we receive funding for certain support and services provided on the condition
that such support and services are provided to individuals with certain requirements or
needs. We therefore may need to collect sensitive personal information from you where
you wish to access such a service to be able to evidence that we are adhering to such
conditions.

We will obtain your explicit consent before we process this type of personal information.

USING YOUR INFORMATION
We process personal data to enable us to further our objects to improve the sustainability
of properties in East Surrey. We have set out below the personal information we collect or



hold about you, along with our lawful reason for using that information. Personal
information will only be used as stated for the said purposes and/or in such other
circumstances where there is an obligation to do so, or as the law permits, or where we
have consent to use it in the circumstances. Where we rely on legitimate interests, we have
specified those interests below.

To communicate with you about support or services we are providing to you — this is
in our legitimate interests in order to process and administer these activities.

To manage our activities — this is in our legitimate interests because it furthers our
aims, objectives and business.

To resolve queries and enquiries relating to our services — this is in our legitimate
interests in order to administer our services.

To manage a dispute, appeal or complaint — this is in our legitimate interests in order
to administer our services and benefit the interests of beneficiaries and service
users.

To operate our processing and management information systems — this is in our
legitimate interests in order to administer our services.

To manage and operate our services — this is in our legitimate interests in order to
administer our services.

To notify you about changes to our services — this is in our legitimate interests in
order to administer our services.

To process applications and provide feedback on an application — this is in our
legitimate interests in order to administer our services.

To prepare materials for use in training courses — this is in our legitimate interests in
order to administer our services.

To undertake an audit and statistical analysis in relation to the evaluation of research
and the study of trends in relation to our services — this is in our legitimate interests
in order to administer our services effectively and efficiently and help further our
aims, objectives and business.

To report to project delivery partners and funders — this is in our legitimate interests
in order to comply with its obligations to those parties.

To invite participation in surveys to provide feedback in relation to the services
provided — this is in our legitimate interests in order to improve the services
beneficiaries receive.

To notify you of project details for a service you have agreed to receive — this is in
our legitimate interests in order to administer our services.

To communicate with supporters and volunteers about our activities — this is in our
legitimate interests in order to administer our organisation effectively and attract
more support.

To comply with any legal or regulatory obligations — this is to comply with our legal
obligations.

Where you have provided clear consent, we may also use personal information:

To provide you with information about other services we offer that are similar to those
that you have already enquired about or received from us; and
To permit selected third parties to contact you to request feedback on our services.

Where you provide personal data to us which relates to a third party either during the
course of receiving support or services from us, providing that information confirms that you



have obtained clear consent from that third party to share their personal information with us
and you have made the information in this notice available to the third party.

Where we receive information from other sources, (e.g. EPC certificates) we may combine
this information with information you give to us and information we collect about you. We
may use this information and the combined information for one or more of the purposes set
out above (depending on the types of information we receive).

DISCLOSING YOUR INFORMATION
You agree that we can share your personal data with:

our suppliers and sub-contractors (including, but not limited to third party energy
providers or their industry regulators) for the performance of any contract we enter
into with them to allow us to provide services to you, where they are under a duty to
deal with your personal data in accordance with data protection legislation at that
time in force in England and Wales;

project delivery partners (as notified to you from time to time regarding our project(s)
in which you are involved) for the performance of any services provided to you,
where they are under a duty to deal with your personal data in accordance with data
protection legislation at that time in force in England and Wales; this may also be for
statistical analysis, reporting and research purposes;

where anonymised or aggregated data is shared with third parties, in certain
circumstances the third party may be able to use this in combination with information
they already hold to re-identify individuals;

funders and other organisations (as notified to you from time to time regarding our
project(s) in which you are involved) with whom we have contracted for delivering
and administering grants;

survey and research organisations, financial organisations, educator and examining
bodies, business associates and professional advisers, and healthcare, social and
welfare organisations (as notified to you from time to time regarding our project(s) in
which you are involved), where there is a lawful basis for doing so and they are
under a duty to deal with your personal data in accordance with data protection
legislation at that time in force in England and Wales;

external agencies and organisations (including the police, the relevant local authority
and other law enforcement agencies) for the purpose of complying with the
applicable legal and regulatory obligations.

analytics and search engine providers that assist us in the improvement and
optimisation of our site.

HM Revenue and Customs and other statutory organisations as requires for the
purposes of complying with our legal or statutory obligations.

We will disclose your personal data to other third parties:

in the event that we are required or advised to do so as a result of any legislative or
regulatory requirements or as we are required to in order to comply with such
requirements (including, but not limited to, disclosing personal data to the Information
Commissioner’s Office, the FCA, Ofgem and Central Government);

in order to enforce or apply our terms of use or terms and conditions of supply of
services and other agreements;



e to protect the rights, property or safety of Energy Action Redhill and Reigate Ltd our
customers, our beneficiaries, or others. This includes exchanging information with
other companies and organisations for the purposes of fraud and crime protection; or

e in other situations where we have your clear consent to do so.

WHERE WE STORE YOUR PERSONAL DATA

The data that we collect from you may be transferred overseas. When this is needed
information is only shared within the European Economic Area (“EEA”). By providing us
with your personal data, you agree to this transfer, storing and/or processing. We will take
all steps reasonably necessary to ensure that your data is treated securely and in
accordance with this privacy policy.

It is our policy to ensure all personal information we hold is handled correctly and
appropriately according to the nature of the information, the risk associated with
mishandling that information, including the damage that could be caused to you as a result
of loss, corruption and/or accidental disclosure of any such information, and in accordance
with any applicable legal requirements. All information you provide to us is stored on
secure servers operated by a third party.

Unfortunately, the transmission of information via the internet is not completely secure.
Although we will do our best to protect your personal data, we cannot guarantee the
security of your data transmitted to our site and any transmission is at your own risk. Once
we have received your information, we will use strict procedures and security features to try
to prevent unauthorised access.

YOUR RIGHTS

You have a right to ask us not to process your personal data for marketing purposes. You
can exercise your right to prevent such processing by checking certain boxes on the forms
we use to collect your data. If you have given us permission to disclose information about
you to a third party for marketing purposes, you may revoke that permission at any time by
contacting us at info@earr.co.uk or 07707 533587.

You also have other rights under data protection law, which apply in certain circumstances
and are subject to certain exemptions. In summary these include:

e Right to Access: to access all data we hold about you.

e Right to Rectify: to correct personal information we hold about you which is incorrect
or incomplete.

e Right to Erasure: that we erase all data we hold about you, if the data is no longer
being used for the purposes you have consented to or if you revoke your consent (as
detailed above).

e Right to Data Portability: to easily copy or transfer the data we hold about you from
us to another service provider.

e Right to Restrict use of personal data: the right to suspend our use of your personal
information in certain circumstances.

e Right to complain: the right to complain to the ICO if you consider we have not used
your personal information in accordance with data protection law.

We ask that you send such requests to our contact details as listed above.
Our website may, from time to time, contain links to and from the websites of our project
delivery partners, contractors and affiliate charities and organisations. If you follow a link to



any of these websites, please note that they will have their own privacy policies and that we
do not accept any responsibility or liability for these policies. Please check these policies
before you submit any personal data on these websites.

DATA RETENTION

We will not store your data for longer than is necessary. If you are a user or beneficiary of
our services, then your information will be held for as long as you continue to use our
services and for as long as is reasonably necessary for us to carry out our contractual
obligations and/or charitable objects (if longer).

After this time, your personal data will be stored and then deleted in accordance with the
requirements of any contract in place as notified to you from time to time regarding our
project(s) in which you are involved. In all other cases, your personal data will be
anonymised for statistical purposes and then deleted within 12 months of the date you stop
using our services or retention of your personal data is reasonably necessary for us to
carry out our contractual obligations and/or charitable objects (if longer).

Personal information is then destroyed safely and securely unless we are legally obliged to
retain the data and/or transmit it to a regulatory or government body. For further information
please contact info@earr.co.uk.

You should notify us (by email, telephone or in writing) if any personal information is
incorrect or out of date. We will then update our records.

CHANGES TO OUR PRIVACY POLICY

Any changes we may make to our privacy policy in the future will be communicated by
email, letter, pop-up on our website or other method of communication as we may consider
appropriate. The updated policy will take effect as soon as it has been updated or as
otherwise communicated to individuals.

CONTACT

Questions, comments and requests regarding this privacy policy should be sent to
info@earr.co.uk. Alternatively, you can call us on 07707 533587 orby writing to Fernside,
Park Lane, Reigate, Surrey, RH2 8JZ.

HOW TO COMPLAIN

If you do not feel satisfied after contacting EARR, then you have the right to complain to the
Information Commissioner’s Office (the “ICQO”) if you consider that we have not used your
personal information in accordance with data protection law.

The ICO can be contacted on 0303 123 1113 or by visiting their website at www.ico.org.uk.
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